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Terminology, definitions and abbreviations

No Terms Definition

1 SC, Customer Rosatom State Atomic Energy Corporation

Rosatom State Atomic Energy Corporation,
2 SC Organizations joint-stock companies and subordinate state-
owned companies

Supplier negative reputation rating calculation
system used for procurement by Rosatom

3 System State Atomic Energy Corporation, joint-stock
companies and subordinate state-owned
companies

Supplier negative reputation rating calculation
system used for procurement by Rosatom

4 IS RDR State Atomic Energy Corporation, joint-stock
companies and subordinate state-owned
companies

) ) . uantitative evaluation of negative reputation
Supplier negative reputation Q 9 P

5 index facts occurred during procurement or contract
performance.
. . . Classification of supplier into one of three
Supplier negative reputation 3 o e
6 catin classes (“low risk”, “medium risk”, “high
g risk””) based on negative reputation index.
7 DS Digital signature

1 Introduction

1.1 Field of application
Supplier negative reputation rating calculation system used for procurement by Rosatom

State Atomic Energy Corporation, joint-stock companies and subordinate state-owned
companies (hereafter abbreviated as 1S) is intended for gathering, ordering, classification,
accounting, storing, managing and searching for incoming information. IS can also be used to
provide to supplier means of checking documents, relevant for its negative reputation rating, in
order for supplier to be able to dispute its negative reputation index and rating.

1.2 Short functionality description
IS RDR offers the following functionality:
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e Logginginto IS RDR
e Supplier search

1.3 User qualification level
To work with IS RDR, user must have basic knowledge and skills of working with web

applications and become familiar with current Guide.

2 Getting started
To start working with the system follow the link http://rdr.rosatom.ru/.

3 Operations description

3.1 Choosing interface language

To change interface language, click on the current language symbol and choose the
necessary language from the dropdown menu.

0 Negative " . Personal ‘ -
h" ROSATOM Reputation Rating S } account i
EM

)

Searching for supplier Searching for purchase Documents FAQ Contact ;
RU

# Searching for supplier

Pic 3.1 Choosing interface language


http://rdr.rosatom.ru/
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3.2 Registration
On the main page click «Digital signature registration» (Pic 3.2)

/
y Authorization

e’ROSATOM . Meotd

Reputation Rating Digital signature registration

Searching for supplier Searching for purchase Documents FAQ Contacts

% Searching for supplier

Searching for supplier

Supplier (Title, INN or OGRN): * ‘ ‘

Show index for date and time: ‘ 19-12-2016 12:00 pm ‘ @ ‘

Pic 3.2 Main page

Click «Choose certificate» (Pic 3.3) and in the new window choose the necessary
certificate (Pic 3.4):

# Digital signanrgregistration

Digital signature registration

Verifying CryptoPro CAdES Browser Plug-in -
Verifying certificate presence {  Choose certificate

Verifying certificate signature
Verifying the match

Pic 3.3 Choosing certificate
Choose certificate

agoroshnikov
Supplier: ca-test
Valid from: 18 May 2016 1:17 00 PM to: 18 May 2017 1:27 00 PM

Andrey Goroshnikov
Supplier: FogSoft Internal CA
Valid from: 24 Jul 2016 2:34 00 PM to: 23 Jul 2021 2:34 00 PM

Andrey Goroshnikov
Supplier: FogSoft Internal CA
Valid from: 11 Feb 2016 4:35 00 PM to: 10 Feb 2017 4:35 00 PM

Pic 3.4 Choosing certificate

After choosing the certificate a step-by-step verification will begin:

e Verifying ActiveX component.
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At this step System verifies that the browser has the ActiveX component enabled. If an
error occurs during this step, browser settings should be set to using all elements of
ActiveX component;

e Verifying Capicom extension.
At this step System verifies that the Capicom extension is installed. If the extension is not
installed, the system will offer to install it;

e Verifying certificate existence.
At this step System verifies that the certificate chosen for verification is installed in the
user system. If an error occurs during this step, you should check that the certificate is
installed properly;

o Verifying certificate signature.
At this step System verifies that chosen certificate can be used for digital signing. If an
error occurs during this step, you should check that the chosen certificate is intended for
digital signing;

o Verifying supplier match.

System tries to find supplier using data stored within the certificate. If the supplier
has been found and it has not been registered yet, System will ask to enter email address
for authorization information to be sent to.

If the certificate data is not enough to unambiguously identify the organization,
System will offer to manually choose organization from the list. In the new window
select proper organization and click «Register» (Pic 3.5):
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Select a company

The system was unable to unambiguously identify your company based on certificate data, please select your
organization from the list and press "Register” button

Title INN KPP

KaHcKoe oTAeneHne MDNOBHOTD OTASNEHWA Mo KPacHORPCKOMY Kpak BocTouHo-CHaMpCKoro GaHka
OTKPLITOrD AKUMOHEPHOTD 0bWecTEa "Chepfank PoccHu”

7707083893 526002003

is)|  [pumopckoe otneneque N29055 Cepepo-3anannoro baxka Coepbanka Poccuu T707083893 526002003
Npumopckoe oTnenexnne N2B635 [JanbHeBOCTOMHOID GaHKa CoepGaHka Poccim 7707083893 526002003
LiesTpansHoe oToenexse Ne1991 Ceeepo-3ananHoro GaHka CoeplaHKa POCCHM 7707083893 526002003

TeMproxCKOE OTAeNeHMe Kpackogapekoro oTaensHma N2 8619 Kro-3ananworo Banka OTKDITOrD
aKumoxepHoro obwectea "Coepbank Poccuu”

7707083893 526002003

OkTARGpbCKoR oTAeneHuwe N? 7408 OTKphITOrD axuMoHepHoro ofiecTea "Coepbatik Poccun” 7707083893 526002003
Bonoroackoe otnenexune N°8638 Ceseproro Ganka Chephaqka Poccuu 7707083893 526002003
AnHuHCKoe OCE NE3TTT LleHTpanbHo-4epHosemHoro Ganka Chepbarka Poccum 7707083893 526002003
KpacHocenbckoe otaenexme N21892 Cepepo-3ananHoro GaHka Coepfarka Poccuu 7707083893 526002003
OumuTtpoerpanckoe OCE N24272 Moeonmckuil HaHk CoepbaHka Poccki 7707083893 526002003
Cumonexcxoe OCE N 2328 Cubupckoro Ganka Coepbanka Poccum 7707083893 526002003
1 . “
I(zj:l l;:::rTgegg"bf::IJ; mg“ecnsglgg :lﬁ 2{3;13 ;i;)mgumro AKUMOHEpHOTD ofwecTea "Coepbani Poccuu 7707083893 576002003 ;

Pic 3.5 Choosing organization during registration
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3.3 Logging into system
On the main page click «Authorizationy» (Pic 3.6):

7

6’ ROSATOM " Negative
N

Authorization

Reputation Rating Digital signature registration

Searching for supplier Searching for purchase Documents FAQ Contacts

#% Searching for supplier

Searching for supplier

Supplier (Title, INN or OGRN): ! | ’

Show index for date and time: ‘ 19-12-2016 12:00 pm ‘ =] ‘

Pic 3.6 Main page

Enter your login and password and click «Log in» (Pic 3.7):

Authorization

Reputation Rating Digital signature registration

6 ROSATOM " Negative

Searching for supplier Searching for purchase Documents FAQ Contacts

#& Authorization

Authorization

Login:

Password:

Forgot your password?

Pic 3.7 Authorization

If authorization is successful, you will be redirected to your account’s main page.
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3.4 Supplier search
You can search for supplier using its title, INN or OGRN. To search using INN, enter INN

into the «Supplier (Title, INN or OGRN) » field and click «Searchy button (Pic 3.8):

0 y Negative Authorization
oY ROSATOM 4 e o (@
u’ : Reputation Rating Digital signature registration

Searching for supplier Searching for purchase Documents FAQ Contacts

#% Searching for supplier

Searching for supplier

Supplier (Tile, INN q0GRN): * [

Show index for date and time: ’ 19-12-2016 12:00 pm ‘ = ‘

Pic 3.8 Supplier search

If a supplier with the specified INN exists in the system, you will be redirected to the
supplier details page.
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If several suppliers with the specified INN exist, the system will show a table with
suppliers list. You can choose a supplier from the list by following the link in its title (Pic 3.9):

Searching for supplier

Multiple suppliers were found

Show details for selected suppliers

A *
Supplier (Title, INN or OGRN): 111779900
Show index for date and time: 19-12-2016 03:00 am =
Title INN
ABTOHOMHER HEKOMMEDUECKAR OPraHu3aUns "HayuHo-HCCNeN0BaTENbCKNIA MHCTUTYT SKOHOMUYECKIY CTPATETMIA 7708240027
MocKOBCKaR rOPOACKAA KONNErWA afeokaTos "Biopo aneoxatos’[le-tope” 7723210108
HerocynapcTeesHoe 06pa30eaTenbHOR YACTHOS YUPERAEHUE AONONHUTENBHOD NPOdECCUOHANBHOTO 06paz0BaHuA "YuebHbIid LieH
. ., 7725257454
BE30NaCHOCTD B NPOMBILUNEHHOCTH
I OTKpbITOE aKUWOHEpHOE owecTEo "POCHAHD" I 7728131587
Donp "MoanepHKY W PaZBHTHA [OCYAAPCTEEHHOND 06Da30BATENBHOID YUPENEHWA BRICIIETD M CCHOHANBHOTD 06pa30BaHNA
7701064541

"MOCKOECKWIA rOCYAAPCTEEHHDIA TEXHWYECKUA YHUEEDCUTET UMeHW H.3. Baymana”
Pic 3.9 Supplier search results
After following the link you will get to supplier details page (Pic. 3.10):

OTKpbITOE aKLMOoHepHOe 061LecTBO "E4-LleHTpaHeproMoHTax"

Index is shown as of 19.12.2016 1:12 AM

Q, search

KPP

770801001

772301001

772601001

772801001

770101001

OGRN

1117799006170

1117799007402

1117799000373

1117799004333

1117799004586

Show index for date and time Back to search

INN: 7710111808 Negative reputation index (*10%):
h KPP: 524902001

OGRN: 1027700184951 4 5 4 5 5 8

Index calculation date: 19.12.2016 1:12 AM

Requested calculation date: 19.12.2016 9:00 AM

Pic. 3.10 Supplier details

Supplier details page contains the following information:

e Supplier title
e Supplier INN
e Supplier KPP
e Supplier OGRN
e Rating placement
e Index calculation date
o Negative reputation index

10
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You can print supplier details by clicking the «Print» button (1) or go back to supplier
search by clicking «Back to search» (2) (Pic 3.11):

OTKpbITOE aKLMOHEPHOe 0611ecTBO "E4-LleHTpaHeproMoHTax"

Index is shown as of 19.12.2016 1:12 AM x
1 2
Show index for date and time Print Back to search
INN: 7710111808 Negative reputation index (*10%):
KPP: 524902001
OGRN: 1027700184951 =
Index calculation date: 19.12.2016 1:12 AM
Requested calculation date: 19.12.2016 9:00 AM

QR-code for verification

Pic 3.11 Supplier details

3.5 Purchase search

On the «Purchase search» page you can get information about supplier participating in
the specified purchase and their indices. To search for purchase, enter purchase number in the
«Purchase number» field and click «Searchx» (Pic 3.12):

Authorization

@ROSATOM Yy Negative

Reputation Rating - Digital signature registration

Searching for supplier Searching for purchase Documents FAQ Contacts

#% Searching for purchase

Searching for purchase

*
Purchase number: \

Note: the search uses full purchase number only

Pic 3.12 Purchase search

11
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System will show general purchase information, participants list and their indices as of
purchase publication date. To print purchase details use the «Print» button (2).

If System does not contain information about the envelope opening date, it provides a
method to calculate index points for specified envelope opening date. To do this, enter criteria
weight (3), choose envelope opening date and time (4) and click «Calculate» (1) (Pic 3.13):

[paBo 3aKJoueHns forooBpa Ha lMocTaBka aBTOMOGUIbHbIX LUKH 1S
. TpaHcnopta 000 «benosipckas A3C - ABT0"

Please notice, that "Business reputation” subcriteria is not used in this purchase since there are accepted participants with no information about contracts,
concluded with companies of the nuclear industry for the past 3 years, in the "Business reputation rating” information system.

1 2

oo | |

Purchase number: 161031/1662/042

Procedure method: OTKPBITBIA 3aNpOC LeH

Lot number: 1

Publication date: 31.10.2016

Starting price: 402,412.03 RUB

Customer: OBLECTBO C OTpaHHYeHHOI OTBETCTBEHHPCTLID "benoapckan AC - ABTo"
"Negative reputation” criteria weight (%): 5 3

Envelope opening date: 31-10-2016 12:00 am I =

Pic 3.13 Calculating suppliers indices

All information on the page (information about the purchase, suppliers and their indices,
criteria  weight and envelope opening date) is also coded in QR-Code (

Participants

i Negati ti Reputati
Title INN Contracts egative reputation  Reputation

index (*10%) points
OBWECTED ¢ OrpaHWUYEHHON OTBETCTEEHHOCThED KoMnpeccopHan Komnanua "Tambo” 7718194034 + Concluded 1.269 5
000 TyxHens 4942526204 = Not concluded 0.000 0

QR-code for verification

Pic 3.14):

12
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Participants

i Negatr utati Reputati
Title NN Contracls egative reputation  Reputation

index (*10%) points
OBWECTED C OrpaHUYEHHON OTBETCTEEHHOCTEI0 KOMNPeCcopHan Komnanua "Tambo” 7718194034 + Concluded 1.269 5
000 TyxHens 4942526204 = Not concluded 0.000 0

QR-code for verification

Pic 3.14 QR-code with purchase details

13
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3.6 Documents
To view the page, follow the «Documentsy link in the top menu (Pic 3.15):

y
4

Authorization

4 /" Negative
@Y RQSATOM / : :
" % 4 Reputation Rating Digital signature registration

Searching for supplier Searching for purchase Documents FAQ Contacts

# Searching for supplier

Searching for supplier

*
Supplier (Title, INN or OGRN): ’ ‘

Show index for date and time: ’ 19-12-2016 12:00 pm ‘ & ‘

Pic 3.15 Getting to «Documents» page
The page contains normative documents. To download the document, use the link in its
title (Pic 3.16):

Documents

Tite [y

I PYKOBOACTEO NOMb30BATENA I
Bbiaepsxa u3 MeToapekoMeHaaUmMii N pacyeTy wHaexca 1P

ATKAA WH K no ALIWKA W B B MH IMALWOHHYH) CHCTE

Pic 3.16 Downloading document

3.7 FAQ
To view the «FAQ» page you need to follow the «FAQ» link in the top menu (Pic 3.17):

./’

@ROSATOM Negolie

Authorization

Reputation Rating Digital signature registration

Searching for supplier Searching for purchase Documents FAQ Contacts

#% Searching for supplier

Searching for supplier

[
Supplier (Title, INN or OGRN): * | ‘

Show index for date and time: ’ 19-12-2016 12:00 pm I =) ‘

Pic 3.17 Getting to «FAQ» page

This page contains answers to frequently asked questions. To view the answer to the
specific question, choose it from the list (Pic 3.18):

14
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FAQ

' Open all

I s How often is supplier rating updated? I

~ What does "Show index for date” mean?

This function allows you to view supplier index as of specified date.
s My employees want to recieve information about published facts. Can | change my email address?
s How is suplier index calculated?

Pic 3.18 FAQ

3.8 Contacts

«Contacts» page contains contacts for feedback. To view the page, click the «Contacts»
button in the top menu. From this page you can also send a message to the customer support
service. In order to do it, click the «Send feedback» (Pic 3.19):

Contacts

& Send feedback

For suppliers: Rosatom State Corporation Department for Methodology and Procurement Organization contacts
You can send your comments and suggestions for improving openness of the system to rdr.dev2@fogsoft.ru
Rosatom Negative Reputation Rating System technical support

Send feedback

Pic 3.19 Contacts

15



AKTyanu3upoBaHHOE PYKOBOJCTBO MOJIb30BATENS

t." POCATOM

3.8.1 Contacting the customer support service
To contact the customer support service you must follow the «Send feedback» link (Pic
3.20):

Contacts

& Send feedback

For suppliers: Rosatom State Corporation Department for Methodology and Procurement Organization contacts
You can send your comments and suggestions for improving openness of the system to rdr.dev2@fogsoft.ru
Rosatom Negative Reputation Rating System technical support

Send feedback

Pic 3.20 Sending feedback

On the new page you must fill required fields:

e message subject (1);

e detailed description (2);

e user name (3);

e contact phone number (4);
e email for response (5)

e code from image (6)

You can also attach an image with the problem or error (7). To send the message, click
«Send feedback» (8). If you click the «Cancel» button (9) the message will be not sent (Pic
3.21):

16
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Send feedback

Message subject:

Detailed description:

Name:

Contact phone number:

Contact Email:

Enter code from image

Attachment:

(o]

3*

s 1]

5*| I
86 73

| |

1 do not see the numbers, refresh the image

7 I Upload document g 9
B3 Send feedback Cancel

Pic 3.21 Feedback form

After your issue has been resolved, customer support specialist will send an email about
resolving the issue to the specified email address.
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